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1. Introduction

This Installation Guide provides a description of the installation and deployment procedures for the
Department of Veterans Affairs (VA) Food and Drug Administration (FDA) Medication Guides
Increment 3 project. This section focuses on the project’s Java FDA Med Guides Printer Tool. The FDA
Med Guides Printer Tool is a Java-based program that automatically prints a copy of an FDA medication
guide document when one exists for a requested prescription. The program retrieves copies from original
med guides found in a local repository on the host server. If a requested med guide is not found locally,
then an attempt is made to download the med guide from the Consolidated Mail Outpatient Pharmacy
(CMOP) Portal on the VA’s network.

Important: To successfully deploy this software it is critical that proper access
permissions are set correctly. The host server, the assigned user account,
B . and the deployed software must all have access to either local or remote
|« printers, and have the ability to download med guide files from the CMOP
Portal.
Important: Sites that are currently running the FDA Med Guides Automatic Printing

software can go directly to section 6. Upgrading to a new version of

|fq— Automatic Printing.

Note: A Domain Service account for FDA Med Guides Automatic Printing
application must be created in Active Directory. Refer to section 2.4. Domain

. Service Account.

The intended audience for this document is the Information Resources Management Service (IRMS) staff
responsible for installing and configuring software on VA Windows servers. Some of the procedures
listed below may require System Administrator privileges on target systems.

The installation procedure, including installing the third-party products listed in the pre-installation
procedures, should take about an hour or less to complete.

After installation is complete, the host server should be rebooted. Any logged-on users should be advised
to log off.

2. Pre-installation Considerations

The FDA Med Guides Printer Tool depends on third-party components to process and print Portable
Document Format (PDF) documents. These components are the Windows Server, the Java Runtime

Environment (JRE) and Adobe Reader. These components must be properly installed and configured
prior to installing and running the FDA Med Guides Printer Tool.

2.1. Deployment scenarios

There are a number of scenarios in which the FDA Med Guides Printer Tool can be deployed
successfully. The recommended scenario is to deploy the FDA Med Guides Printer Tool, the Java JRE
and Adobe Reader on a print server near the target service area. However, identifying and selecting the
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best scenario for a particular site is left to the discretion of individual local system administrators who are
tasked with installing this package.

2.2. Destination printers

Any printer used to print med guides must be defined as a local printer on the Windows server hosting the
software. That is, the printer spooler must be hosted on the same server where the FDA Med Guides
Printer Tool software is running.

2.3. Third-party software pre-requisites

2.3.1. Windows Server 2008 or 2012

Microsoft’s Windows Server 2008 or 2012 software must be properly installed and configured on the
server hardware. Consult the vendor’s documentation for instructions on installing Server 2008 or 2012,
if not already installed.

According to the Technical Reference Model (TRM) forecast, Windows Server 2008 or 2012 is supported
as of this writing: http://trm.oit.va.gov/ToolPage.aspx?tid=35. Therefore, instructions provided here are
based on Windows Server 2008 or 2012 only. While similar procedures might work for setting up on
Windows Server 2003, this is discouraged.

2.3.2. Java Runtime Environment Version Standard Edition 1.6 or
higher for Windows

Note: If Java SE JRE 1.6 or higher is already installed on the server, you may skip
this step. To confirm whether java is already installed on the server, or was
_ “ installed correctly, open a command window and type the command:
= Java -version

Information text, similar to that pictured below should appear in the command
window, indicating the nomenclature of the java version. If Java is not
installed, or not installed properly, the message returned will indicate that
“Java is not a recognized system command.”

v C:\Windows'\system32\cmd.exe

c:\>java —-version

java version "1.6.0_45"

Java(TM> SE Runtime Environment (huild 1.6.6_45-b66>

Java HotSpot<(TM> 64-Bit Server UM <(build 28.45-bB1, mixed mode)

Sy

Figure 1 Screen Indicating a Properly Installed Java System.
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The FDA Med Guides project requires that the Java JRE be installed on the host server. Either one of the
x86 or x64 Windows platforms will work. The JRE is not distributed as part of this package and must be
downloaded separately from the Oracle website.

(http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase6-

419409.html) Java SE 1.6 or higher for Windows is required. To install the Java JRE, simply follow the
instructions posted on the Oracle/Java website.

Important: Be sure that you install the Java Runtime Environment (JRE) and not the
Java Development Kit (JDK.) These are two distinct and separate installation

|, f«- packages.

2.3.3. Adobe Acrobat Reader version 11 for Windows

The FDA Med Guides Printer Tool requires that Adobe Reader software be installed on the host server.
Adobe Reader is used to print chosen med guides. Adobe Reader is not distributed as part of this package
and must be separately downloaded from the Adobe website.

Note: Acrobat Reader version 11.0.x is recommended. If a Reader version other
than 11 is chosen, then path adjustments must be made in the contents of all
f«— install, configuration and batch files.
| , The registry and batch files for Acrobat version 10 have been provided in the

installation folder.

Important: DOWNLOAD THE STANDARD READER VERSION FROM

WWW.ADOBE.COM.
R
L&

2.3.3.1. Access Adobe Reader installer from the Adobe website

Download the Acrobat Reader version 11.0.x software from the Adobe website - www.adobe.com. Search
for “Adobe Reader for Windows” and choose the latest full download of Adobe Reader 11.0.x

Note: If you are going to use Acrobat Reader 10.0, refer to Section 7.13.
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Save As

g.\ )= ~ Computer » Local Disk (C:) = TEMP - li'ZjJ | Search TEMP
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E

Organize *  Mew folder §= =~

F] @' Music 2l hame ‘ Date modified Type
+| || Pictures
&3 E Videos Mo ikems match your search,

= 1M Computer

= .‘;v Local Disk {C:)
£ FDAMedGUidesPt
& Perflogs
7 Program Files
] Program Files (x&
] Users
] Windows

F ' Con ISL*FELDMANj Fl |

File: name: | Adbedr1000_sn_Us

K0 [0

Save as bype: |Application

“ Hide Folders Save | Cancel |

Figure 2 Save Adobe Reader Installer to C:\temp

2.3.3.2. Install Adobe Reader using the command console
Open a command window and navigate to C:\temp

Install Adobe Reader using the downloaded file and special command-line switches. Enter the following
command:

AdbeRdr11010 _en US.exe /msi /norestart ALLUSERS=1 EULA ACCEPT=YES
SUPPRESS_APP_LAUNCH=YES

Note: If you are going to use Acrobat Reader 10.0, refer to Section 7.13.

[FAdministrator: Command Prompt

C:xtemprAdbeRdr118A8_en_US _.exe ~m=zi snorestart ALLUSERS=1 EULA_ACCEPT=YES SUPFR
ESS_APP_LAUNCH=YES _

Figure 3 Example of Installing Adobe Reader from Command Line
Complete Adobe Reader installation by responding to displayed prompts.

Note: Select “Manually check for and install updates” as shown below.
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13! Adobe Reader XI (L10.10) - Setup (=34

Keep your product up-to-date! Security updates and product enhancements are periodically
released for Adobe Reader. Would you like to install updates automatically?

() Install updates automatically {recommended)
() Download updates for me, but let me choose when to install them

() Notify me, but let me choose when to download and install updates

(@ Manually chedk for and install updates (not recommended)

Installshield

[ < Back ][ Install = ] [ Cancel ]

Figure 3-1 Example of Adobe Reader installation prompt with “Manually check...” option selected

Important: After installing Adobe Reader, start Reader and check for updates.

Apply all updates before proceeding.

i

" Adobe Reader

File Edit Wiew ‘Window | Help

@ D %I 7 Adobe Reader X Help...

About Adobe Reader X...

About Adobe Plug-Ins. ..
Improvernent Prograrn Oplions. .
Digital Editions

oOnline Suppo
Repair Add

Figure 4 Checking for Updates

2.4. Domain Service Account

A Domain Service account must be created in Active Directory for the FDA Med Guides Automatic
Printing application to work properly. The FDA Med Guides Automatic Printing task must be run using
this Domain Service account as described in section 4.5.2.1.

2.4.1. Create Domain Service Account for FDA Med Guides

e A Domain Service account for FDA Med Guides Automatic Printing application must be created
in Active Directory.

e Add Domain Service account to the Administrator group on the server as it needs Administrative
privileges.
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¢ Add Domain Service account to the Server Security Admin group (for example, V21PAL IRMS-
SERVERSECADMIN) and the Print Operators group so that it has permissions to invoke
Acrobat and send print jobs to the network printers.

e Ensure Domain Service account has permissions to view and download files from the CMOP
portal.

3. Deployment package contents

The FDA Med Guides Printer Tool deployment package consists of a single archive (ZIP) file that
contains a number of folders, each containing a number of files. All the needed components, and file
paths, are stored in this archive. A listing and description of these folders and files is found in the

Appendix.
4. Installation Procedure

The installation steps listed below are specific to the FDA Med Guides Printer Tool Java component.

4.1. Obtain ZIP distribution file

Download the file from an official source site and save it to the c:\temp folder.

The files listed below may be obtained via Secure File Transfer Protocol (SFTP). The preferred method
is to access the files from: download.vista.med.va.gov.

This transmits the files from the first available server. Sites may also elect to retrieve software directly
from a specific server as follows:

CIO FIELD OFFICE ADDRESS DIRECTORY
Albany fo-albany.med.va.gov [anonymous.software]
Hines fo-hines.med.va.gov [anonymous.software]
Salt Lake City fo-slc.med.va.gov [anonymous.software]
File Name Retrieval Format

PSO_7_P439.zip BINARY

4.2. Deploy files from the distribution file

4.2.1. Extract ZIP file contents into C:\

Extract the contents of the distribution ZIP file into the root folder of the C drive (C:\). The embedded file
structure will be recreated and the files placed in the proper folders.

Note: The file name of the downloaded distribution ZIP file may be a variation from

that shown in the following screen captures.
.

April 2017 FDA Medication Guides Project 6
Automatic Printing Java Component Installation Guide
XU*8*566, PSN*4*264, PSO*7*367, PSX*2*70, PSS*1*177, PSO*7*428, PSO*7*439, PSO*7*483


https://vaww.cmopnational.va.gov/CR/FDAMedGuides/Forms/AllItems.aspx
https://vaww.cmopnational.va.gov/CR/FDAMedGuides/Forms/AllItems.aspx

B temp [_[o=]

9( }v | . = Local Disk {:) = temp - - l‘i’l I Search temp E.*]
Organize *  Include inlibrary +  Share with = Mew folder B= = [l II@I
- N .
‘v Favarites Mame I Date modified | Type
Bl Desktop 1y Pso_7_P4a39 v 2}9)2015 3135 PM Compressed (zipped) Folder
4 Downloads

1=l Recert Places

- Libraries

Figure 5 Navigate to c:\temp and Select the Distribution File

l temp !E E
e(:\}v| . v Local Disk (C:) « kemp ~ - l‘i’]l Search kemp !ﬂ
Orgarize » 5 Open ¥ Hew foldsr = -0 e

¥ Favorles Right Click | pate modiied [ Type

B Desktop
& Downloads
1l Recent Places

Extract All...
i Libraries
= K Scan For threats...
j Docurnents
rJ'- Music Open with...
=] Pictures Restore previous versions
E Yideos Send ko 3
. b Cut
1M Computer Copy

“-i Local Disk {C:)
J businessobjects

Create shorkout

Delete
. BR
Renarns
. FowiMedGuidesPring
J installatian Propetties
lib

Figure 6 Initiate the Extract All Wizard
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Bl Extract Compressed (Zipped) Folders [ =]

o)
\ ) 1, Entract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder:

Browyse.., |

I~ Show extracted file
Select and clear
default path

el

Figure 7 Clear the Text for Default Path to Destination Folder

li Extract Compressed (Zipped) Folders x|

S
K ) 1, Entract Compressed (Zipped) Folders

Sel Extract Files

Enter C\

Files is folder:

I oy 7 Browsse... |

[¥ Shows extracted files when complete

Check
this box

Extract “! Cancel |

Figure 8 Enter the New Destination Path, toggle the Checkbox on and click "Extract" Button

&, Local Disk (C:) M=] E3

oy = Computer = Local Disk {C:) = - I‘gjl Search Local Disk (C:) 2

File Edit View Tools Help

Organize ¥ 5 Open  Includeinlibrary =  Share

Favarites ;I

Double-click, = + 0 @

name | to open folder | pate modied - |
P Links ]
My Dacuments [E]ipimporeme £/23(2011 10:44 AM
J My Music |/ HPDI.lag ¢ 2/9}2011 12:15PM
2] My Pictures l FDAMedGuidesPrinter 011 5:31 PM
& My videos Temp Q22[2011 5:19 PM

Figure 9 Windows Explorer Opens on C:\ folder

4.3. Edit the properties configuration file
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The FDA Med Guides Printer Tool needs to locate the Adobe Reader executable so that it can instruct
Reader to print a med guide. The path to Adobe Reader is stored in a properties file named
“fda_med_guides.properties”. This entry is set with a default value assuming an Adobe Reader version
11 installation on a Server 2008 host. However, the path must be confirmed to be valid, or adjusted if
necessary.

4.3.1. Verify path to Adobe Reader program
Confirm that the path indicated in the following property file is correct.

File Element Description
C:\FDAMedGuidesPrinter\fda_med_gui | AcrobatReaderPath | The path to the Adobe Reader
des.properties executable file

Open file C:\FDAMedGuidesPrinter\fda_med_guides.properties for editing. This is a text file and using a
text editor like Notepad will be adequate.

Locate the AcrobatReaderPath element in the list. For example:

‘fda_med_guides - Notepad M=l E3
File Edt Format Yiew Help

@########################################################### ‘:J
#

# FDA Medication Guides automatic Printing

# Department of wveterans Affairs

# FD& MED GUIDES, IMCREMEMT 3

# Properties Configuration File

Foa Med cuides Printer Tool wersion 1.0.1.0

W

A A R A R e A R R

# Default Tistening port is 8092. Modify only if necesary.

websServer Portlumber=8092

# 0o not modify webservercContext

webservercontaxt=EepdgumT

# DO not mod"lfy URLPattern. OESERVE ESCAPED BACK-SLASHES CONVENTION!
URLPattern=+A/EeplqUmT=https://Avaww’, cmopnational™y. vaih, gov/CR/FDAMedGuides / +3N. [pP] [do] [FFIN
hA[0-9a-za-7 ] Eﬁ.*\\ﬁ.*\ﬁﬁ$

# Confirm path to adobe Reader. OESERVE FORWARD-SLASHES COMVENTIOM!
AcrobatReaderPath=C:/Program Files/adobe/Reader 11.0/Reader /ACrORO32 . EXE dm—

# This is the time, once daily, when the folder containing temporary files is cleared
ailyPurgeTime=23:55:00

# Do not modify TestingURL

TestingURL==https:/ vaww. cmopnational.va. govCR/FDAMedcuides /abacavir-Lamivudine-zidovudine_
(Trizivir)_(Dpec_2011).pdfAl54334543A6ert Patientas

Figure 10-1 Sample Contents of Properties File

Confirm that the path to AcroRd32.exe is correct, for your version of Adobe Reader. If not, make proper
adjustments and save your changes.

4.3.2. Confirm DailyPurgeTime

The DailyPurgeTime element in the properties file represents the time of a 24-hour day when the folder
containing temporary work files is cleared of all files. This is an automatic clean-up process performed at
the indicated time. Adjust this entry as needed to list the most convenient time to perform this operation,
based on the time when system use is at a minimal.
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‘fda_med_guides - Notepad H=l
Fle Edit Format Yiew Help

e A J
#

# FDa Medication Guides automatic Printing

# Department of veterans affairs

# FDA MED GUIDES, IMCREMENT 3

# Properties configuration File

# FDA Med Guides printer Tool wersion 1.0.1.0

#

A A e

# pefault Tistening port is 8092. modify only if necesary.

wehserverrPortyumber=8092

# Do not modify websServerContext

webServerContext=EepogumT

# Do not modify URLPattern. OBSERVE ESCAPED BACK-SLASHES COMVENTION!
URLPattern=A/EepoqumT=https  /Avawwt ), cmopnationalsy. vass, gov ACRFDaMedsuides A +55, [pP] [do] [FF]1N
" [0-8a-zA-Z ] ¥ E,«_ AL *\QM

# Confirm path to Adobe Reader., OBSERVE FORWARD-SLASHES COMVENTION!
acrobatReaderrath=C:/Program Files/adobe/Reader 11.0/Reader/Acrord3z.exe

# This is the time, once daily, when the folder containing temporary files is cleared

Daf TyPUrGETIME=23 155 1 00 de—

# Do not modify TestingurRL
TestingURL==https:/Avaww. cmopnational.va. gov/CR/Foamedsuides /abacavir-Lamivudine-zidovudine_
(Trizivir)_(Dec 20110, pdfALl54334 54346t Patient Al

Figure 10-2 DailyPurgeTime Setting in Properties File

4.4. Run the CMOP SSL Certificate installation batch file

The FDA Med Guides Printer Tool needs the CMOP SSL certificate to download FDA Medication guides
from the new CMOP server. The script adds the certificate to the Java trust store.

The following steps must be executed:
o Go to C:\FDAMedGuidesPrinter\installation
o Right click on SSL_Certificate_installation.bat again and select Run as administrator.

e NOTE: You need to run the script as an Administrator or be an Administrator in order for it to
work.

The following window will be displayed. Press any key to close the window.

T Admidnistrator: CMOP 5501 Certificate Installation

Figure 11-1 SSL Certificate Installation window

If the SSL Certificate already exists, the error message shown in Figure 11-2 will be displayed to the user.
If the certificate already exists, the user can proceed to the next step in the installation process.
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T Admdnistrator: CMOP 551 Certificate Installation

Specified value wa

Specified value wa

ified value was saved.
Java. lang . Exception: Certificate not imported, alias <{UARootCAZ a

sy to continue . . .

Figure 11-2 SSL Certificate already exists

If the error message in the screenshot below appears, the user can proceed as the certificate has been
installed. The error message results when the script cannot find a JRE version installed. If JRE exists, the
Automatic Printing will work and the user can proceed with the installation.

TV Adeinistrator: CHOP SSL Certificate Installation

FRROR: The systen waz unable to find the specified regizstry key or value,
! Specified value was saved,
Specified value was saved,
specified value was saved.

fertificate vas added to heystore

Press any key to continue . . .

Figure 11-3 SSL Certificate already exists

If there is no JRE, then the script will display error message “Failed to locate any installed Java
environments, please install a Java Runtime Environment”. The server administrator needs to install JRE
1.6 or higher on the server in this case.

45. Create a new FDAMedGuidePrinterTask task

The FDA Med Guides Printer Tool is deployed to run as a non-interactive background process (Windows
Scheduled Task) and is listed on the server’s list of scheduled tasks. This program runs in the background,
and is therefore not evident to end-users, logged on or not. There is no user interface associated with the
FDA Med Guides Printer Tool; therefore there is no user interactivity.

The following characteristics apply to the task configuration:
e The name of the scheduled task is FDAMedGuidePrinterTask.
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e By default, the Automatic Printing application runs under NT AUTHORITY\NETWORK
SERVICE account. The Network Service account on the server may or may not have adequate
permissions based on your server settings. The account MUST have permissions to download
files from the CMOP portal and also requires permissions to print to the network printers.

e We strongly recommend that you use a Domain Service account created for the FDA Med Guides
Automatic Printing application as suggested in section 2.4. To change the user account associated
with FDA Med Guides from Network Service account to Domain Service account see
instructions given in section 4.5.2.1.

e The C:\\FDAMedGuidesPrinte\START _fda_med_guides_automatic_printing.bat batch file will
be run by the task.

e The task starts in the C:\FDAMedGuidesPrinter (application) folder.

e The task is configured to run whether the assigned user is logged in or not. Typically, no user is
logged in.

4.5.1. Import anew Scheduler Task configuration file

A predefined task configuration XML file is distributed as part of this installation package. The file is

named FDAMedGuidePrinterTask.xml, and it is located in the C:\FDAMedGuidesPrinter\installation
folder.

Importing this file into Task Scheduler automatically configures the FDAMedGuidePrinterTask with
default settings. After importing the settings file, saving the task creates the new task in Task Scheduler.

Follow the steps in the screenshots below to create the FDAMedGuidePrinterTask task.

File  Action Wiew Help
= 7=H

_E.—'El Server Manager Task Scheduler
o' Roles

Eﬁ Features
_j Diagrost]
= Efﬁ Configur

ERE] 72k Scheduit:

Status of tasks that have started in the following tirme period: ILast 24 hours

Task Scheqger Library Surnmarny: 44 tatal - 1 running, 47 succeeded, 1 stopped, 0 failed
G Windows Fireveall with fdve
5 Services
g5 WMT Control
i Lacal Users and Groups Task Marme | Run Result | RBun Start Run End
=5 Storage Aitdgent {last run succeeded at..,

Consolidator {last run succeede...
FDAMedGuidePrinterTask (last ...
KernelCeipTask {last run succee..,
LPRemowve (last run succeeded ...

Figure 12 Task Scheduler Shown within Server Manager
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https://vaww.cmopnational.va.gov/CR/FDAMedGuides/Forms/AllItems.aspx

Ft Server Manager

File  Action View Help

€9 |z=H=E

3.! Roles
ﬁ;_'] Features
_5‘-, Diagnostics
= Eﬁ’é Configuration
=] @ Ta hiedulgs
Task Sche
@ windows Fire
.5,"); Services
& WL Control : 5
& Local Users s Disable All Tasks History | Run Result_| Run Start Run End | Tngil

22 Storage hosucceeded at..,
= o AT Service Account Configuration

S Server Manager Task Scheduler | Actid
2 . 7 ) |
Status of tasks that have started in the following time period: ILast 24 hours 'l

1running, 47 succeeded, 1 stopped, 0 failed

trun succeede..,
rinterTask {last ...

Refresh (last run succee..,

run succeeded .. =
Help | »
Active Tasks .

Active tasks are tasks that are currently enabled and have not expired.

-

i

BB

Figure 13 Import an Existing Task Configuration File

Server Manager
E3

- FDaMedGuidesPrinter - installation -~ kzy I Search installation

Organize =  Mew folder =~ [ -@u

L_J“ﬂ Floppey Disk Drive (A0 ﬂ Mare “
-ﬂé Local Disk (223
. BullZipQukput
. FDAMedGuidesPrinter
. installation
) lib
J workspace
. HP L14200-4300 Series PG

. HP Universal Prink Driver F

| Dake miodified | Tvpe

Left Click

B FOAMedGuidePrinkerT.

. HP Universal Prink Driver F
| HP_CLI_CP4020_CP4520
. inetpub

. MyService

. PerfLogs

. Program Files

. Program Files (x86) ﬂ 7 | I _'I

File name:IFD.&.MedGuidePrinterTask.me j M Left Click j

Open Cancel |

Figure 14 Select and Open FDAMedGuidePrinterTask XML File
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@ Create Task E3 I

General |Triggers | Actions | Conditions | Settings |

Marme: FDARedGuidePrinterTask
Location:
Author

Description: | lava application to print FDA, Med Guides

— Security options
When running the task, use the following user account:

MNETWORK SERVICE Change User ar Group...

= Run onlywhen useris logged on
% Runwhether user is lagged on or not

" Donot stare passweord, The task will only biave access to lacall cormputer resources,

¥ Run with highest privileges

™ Hidden Configure for: |\MWindows Wista™, Windouws Sercer™ 2008
Left Click

Cancel

Figure 15 Create Task Dialog to Add the New Task

4.5.2. Confirm or fine-tune the scheduled task configuration

After creating the FDAMedGuidePrinterTask, you should verify that the imported settings are correct.
The following screen captures represent the desired configuration settings for the
FDAMedGuidePrinterTask task on a Windows Server 2008 system. Your system should be set up in a
similar fashion. Compare the following screenshots with your setting and adjust accordingly—if

necessary.
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E_,, Server Manager

File  Action Wiew Help
e »=H

Tk Server Manager (s ) Task Scheduler Library 2 Tasks

5 Roles

Eﬂ Features N_ame Status | Triggers Mext Run Time | Last Run Time
_j Diagnostics (5 {20EB4590-E1 AS-4E60-BD3... Ready ‘When the taskis created or modified 6/24/2011 5:34
= _Eﬁ"_!: Configuration (B FDAMedGuidePrinker Task Ready At system startup 7/18/2011 11:4

El IZE-:ZI Task Scheduler
Task Scheduler Library
9 ‘Windows Firewall with Advz
G} Services
&5 WMI Control J | 5
P/ Local Users and Groups
=0 Storage

General |Triggers| Actions | Conditions | Settings | Histovyl

Mame: IFDAMedGuidePrinterTask
Location: S
Author (LR L T e s AU PRC RITTTS

Description: | lava application to print FD& Med Guides

Security options

When running the task, use the following user account:

= Run onlywhen useris logged on
& Runwhether useris lagged on or nat
[~ Do not store password. The task will only have access to local resources

[¥  Runwith highest privileges

[ Hidden Configure far: |Windows Vista™, Windows Senser™ 2008

1| | ] 4 |

Figure 16 FDAMedGuidePrinterTask in Task Library

4.5.2.1. Change User account associated with the FDAMedGuidePrinterTask

e The default user is set to NT AUTHORITY\NETWORK SERVICE account. The Network
Service account on the server may or may not have adequate permissions based on your server
settings. In the General tab the user account associated with the FDAMedGuidePrinterTask task
can be changed from the default Windows Network Service account to the Domain Service

account created for the FDA Med Guides Automatic Printing application, as shown in Figures 17
and 17-1.

¢ Right click on the FDAMedGuidePrinterTask task and select Properties.
o Inthe General tab, click on the “Change User or Group...” button.

e Enter the Domain Service account user name created or the FDA Med Guides Automatic Printing
application as give in section 2.4 and select the location (for example, Entire Directory).

o Enter the password when prompted.

e The Domain Service account needs to have Administrative privileges on the server and should be
added to the appropriate Printer groups and the Server Security Admin group so that it has
permissions to invoke Acrobat and send print jobs to the network printers.
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i FDAMedGuidePrinter Task Properties | b]

General |Triggers I Actionsl Conditionsl Settingsl Historyl

Marre: IFDAMedGuideF‘rinterTask
Location: N
Anthor AL L e ol map

Description: | Jawa application to print FDA& Med Guides

— Security options
Withen running the task, use the following user account:

METWWORE SERWICE Change User or Group... I

= Runonlyahen useris logged on
£ Runwhether useris logged an o not

™| Do niot store password), Tihe task will only have access to local cormputer resources,

¥ Run with highest privileges

™ Hidden Configure for |Windows Yista™, Windows Sercer™ 2008 j

Ok Cancel

Figure 17 General Tab Settings

Select User or Group

Select this object type:
IUser or Builtdin securty principal Object Types...

From this location:
IEntire Directony Locations...

Enterthe object name to select (E@mples):
| Check Names

G

Advanced. .. | Ok | Cancel
o

Figure 17-1 Select User or Group
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i FDAMedGuidePrinterTask Properties (Ml Sssin g )

"General Triggers |Acti0ns| Conditionsl Settingsl Histor}fl
When you create a task, you can specify the conditions that will trigger the task,
Trigger Details Status
At startup Af swstern startup Enabled
Mew,.. Edit... Delete
Ok I Cancel

Figure 18 Triggers Tab Settings

Edit Trigger I

Begin the task:

—Settings

Mo additional settings required,

—&dvanced settings

[” Delay task for: |15 minutes 'I
[ Repeattask everg: Il hour "I far a duration of: Il day v|

™| Stop all running tasks at end of repetition duration

™ Stop task if it runs longer than: |3 days vl

[T Activate: I 04 72011 j I12:35:13 PrA ::II El Synchronize across titne Zomes

™ Expire: Igf Tf2012 j |12:35:13 Phd j [T Synchronize actoss time zones
¥ Enabled

Ok I Cancel

Figure 19 Edit Trigger Settings

April 2017 FDA Medication Guides Project
Automatic Printing Java Component Installation Guide
XU*8*566, PSN*4*264, PSO*7*367, PSX*2*70, PSS*1*177, PSO*7*428, PSO*7*439, PSO*7*483



& FDAMedGuidePrinterTask Properties (Wi sssin )

" General I Triggers Actions | Conditions I Settings I Historyl

When you create a task, you must specify the action thatwill occur when your task starts,

Action | Details
Start a program CAFDAMedGuidesPrinter\START fda_rned_guides_automatic_printing.bat

1 D

Mewy... | Edit... Delete

(8] 4 I Cancel

Figure 20 Actions Tab Settings
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=]

Edit Action

YWaou rmust specify what action this task will perfarm,

=

Action: IStart a program

— Settings

Program,script:
IC:\FD.&MedGuidesPrinter\START_fda_med_guides_autu:urr Browvse... |

Add arquiments (optional): I
lc\FDAMedGuidesPrinte

Start in (optional):

(0] I Cancel

Figure 21 Edit Action Settings

§ FDAMedGuidePrinterTask Properties (Sl sssu s )

General | Triggers | Actions  Conditions | Settings | Historyl
Specify the conditions that, along with the trigger, determine whether the task should run, The task will not

tun if any condition specified here is not true,

Idle
™ Start the task only if the computer is idle far:

Wait for idle for:
¥ Stop if the computer ceases to be idle
= Restart if the idle state resurnes

Pouver
™ Start the task only if the computer is on AC powver

= Stopif the computer switches to batteny pouwver

|10 minutes j
Il haur vI

™ \iake the computer to run this task

Meturark
™ Start only if the following netwark connection is available:

IAny connection

Ok I Cancel

Figure 22 Conditions Tab Settings
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i FDAMedGuidePrinterTask Properties (S fein )

" General | Triggers | Actions | Conditions  Settings | Histor}-’l

Specify additional settings that affect the behavior of the task,

¥ Allow task to be run on demand

™ Run task as soon as possible after a scheduled start is missed

" Ifthe task fails, restart every: Ilminute jv
Stternpt to restart up to: |3— tirnes

r Stop the task if it runs longer than: I3 e j‘

V¥ Ifthe tunning task does not end when requested, force itto stop

™ Ifthe task is not scheduled to run again, delete it after |3[| (g :Iv

If the task is already running, then the following rule applies:

IDo not start a new instance j

QK I Cancel

Figure 23 Settings Tab Settings

i FDAMedGuidePrinterTask Properties (S ssin i)

General | Triggersl Actionsl Conditionsl Settings History |
“F  Murnber of events: 725
Level | Date a... I Even... | Task Categor | Cperational Code | Correlation Id | -
(iJInf... 7H&/z... 140  Taskregistratio... Info —
) . 7z, 111 Task terminated Termination 834acad4d-7...
. N8z 330 Taskstoppingd... Info 334acad4s-7...
. 7Nez.. 129 (Created TaskP... Info
. 7z 200 Action started (1) 934acadd-7...
. Tz 100 Task Started {1} G34acadd-7...
. 7z 319 TaskEngine rec... (1)
. Tz 110 Tasktriggered ... Info 34acads-7...
At 141 Task renishratin Infr e
Euwent 140, TaskScheduler x
General |Detai|s I
User "5-1-5-20" updated Tazk Scheduler task "“FDAMedGuidePrinterTask" j
Log Marme: Microsoft-YWindows-Task3cheduler/Operational ;I
[ ok | cance |

Figure 24 Sample History Tab

4.6. Import customized Adobe Reader Windows Registry
settings

The FDA Med Guides Printer Tool controls Adobe Reader in the background, while no interactive user is

logged in. Adobe Reader sometimes tries to interact with a user when no user is available to reply to
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Adobe Reader prompts. An example of this is when Adobe Reader presents the End-User License
Agreement (EULA) screen. There are Registry settings that can be set to inhibit these prompts. These are
listed in the included Windows Registry Editor file.

Important:

If the FDAMedGuidePrinterTask task is configured to run using a Domain
Service account, instead of the Network Service account, one of the
following options must be executed.

Option 1: Login to the server using the Domain Service account that is
being assigned to the FDAMedGuidePrinterTask task and apply the registry
keys by executing the NetworkServiceTaskSettings.reg file according to the
instructions given below.

Option 2: The NetworkServiceTaskSettings.reg file must be edited to replace
HKEY_USERS\S-1-5-20 with the SID of the Service account, which looks
like S-1-5-20, from the windows registry at the path
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProfileList. Then apply the registry keys by executing
the NetworkServiceTaskSettings.reg file according to the instructions given
below.

Before starting the task (first use), you must import these Registry settings. Locate the
NetworkServiceTaskSettings.reg file in the C:\FDAMedGuidesPrinter\installation folder. Then, import
the settings as indicated in the screen captures below.

[T M =]
G\: 3 = Computer = Local Desk{C:) - FDAMadGudesPrinter ~ installstion - = &3 | search instalation =)
Orgenize = 3 Merge ~  Print  New Folder = ~ [ ©

:I Mams = Inamrmdﬁad J Type S l |
1 Compuber
&L, Locsl Dk (C:) CMOP_SSL_Certificate . 2/9/2015 3:23 PM File Folder

businessobjacks = FDAMedGuidePrinker Task: m 10/3/2011 1:36 PM HML Document KB
ER J JetworkSenica T askSattings 209[2015 2:11 PM 2 KB
FOAMediGsdesFrinker 8] NetworkService T askSattings_Acrobat10 2PS2015 2:43 PM Registr stion Entries Z2KB
nstalation 5 550 _Certificate_installation SIEFZ013 11:26 P Windiows Batch File IKE
& ] Werify_installation 2092015 2:41 PM Windiws Batch File 4 KB

workspace .
. ] Werify_installation_fcrobat 10 20972015 2:96 PM Windiws Batch File 4 KB

barg =

Figure 26-1 NetworkServiceTaskSettings.reg Registry Settings File

B installation [-1O] %]
9\ = |1 Computer - Local Disk (C:) + FOAMedGudesPrinter ~ instalistion - * (2 [Sench rotatotion )
Organize + M Merge +  Print  New folder = [ &

‘BE Coeniter . ot
*-'LocdDr.it[C:) CMOP_55L_Certificate b Folder

Jugnessobiects = FDAMedGuidePrinter Task

ER fg HetworkSendceT askSettings

FOAMedGudesPrinter ﬂmmﬁumew_ﬁ:er
ingtallstion %l 551 _certificate _instalstion Print s Batch File 3KB

- »

o T veriy_nstallation SR Batch Fe e
W:_E * o verify_nstallation_acrobat10 [ scan for threats s Batch File 4¥8

Figure 26-2 Merge Menu Item
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@ User Account Control Ed

Do you want to allow the following program to make changes to this
compukter?

Dy Program name:  Reqistry Editor
Verified publisher: Microsoft Windows

i
j Shaw details Yes w Mo

Chanage when these notifications appear

Figure 27 Confirmation Dialog. Click on “Yes” Button

Registry Editor

l ~ Adding information can unintentionally change or delete values and cause components to skop working
* correctly. If wou do not krusk the source of this information in
C\FDAMediEuidesPrinterinstallation MetworkService TaskSettings.req, do nat add it to the reqistry,

Are you sure vou wank bo continue?

Yes w Mo

Figure 28 Confirmation Dialog. Click on “Yes” Button

,'0', The keys and values contained in
¥ CFDAMedGuidesPrinteriinstallationiMetworkServiceTaskSettings. reg have been successfully added to
the reqistry,

Figure 29 Notification Dialog. Click on “OK” Button

4.7. Confirm correct deployment of program files

A batch file automates the process of confirming that the necessary folders and files were deployed
correctly. Confirmation is made only on files belonging to the FDA Med Guides Printer Tool.

4.7.1. Run the verifying batch file

Execute the batch file as administrator located in:
C:\FDAMedGuidesPrinter\installation\Verify_installation.bat. Right click and select the ‘Run as
administrator’ option. The resulting display should look similar to the one below. Any missing files or
configuration errors should be listed in the results.

Note: The Java JRE 1.6 version in the screenshot below would change based the 1.6.0_xx you have
installed on your server.
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l installation M= &3

—_—
o‘u /,\| . = Compuber = Local Disk (C:) ~ FDAMedGuidesPrinter ~ installation = -{;1|5emmm ﬂ
Orgerize v (= Open  Print  Mew Folder =~ 0 @

2l hame - ]Datarruflad I‘I",pa Size | I
P Computer CMOP_S5L_Certificat 15 3Z3PM File Folder
r B L] 5
&, Local Disk () 5L &SIz

businesscbiects * FDAMedGuidePrinterTask 10f3f2011 136 M XML Document 4B
. BR J rﬁﬂhﬁwﬁﬂwehﬁﬁtrﬁ /92015 2:11 P Rsgistraticn Entries 2EBR
. FDaMedGuidesPrinter B MetworkServiceT askSettinge Scrobabin 20912015 2:43 PM Bepistration Entries 2KB
instalation [52] 551L_Certificate_insf Right Click S/6/2013 1126 M Windows Batch File 3KB

b - .
o Elw rrstdat _Acrobat 10 m15246m Windows Babch File 4KB

== (-] W, T &

= -
temp |

Figure 30-1 Verify_installation.bat File

- installation O] x|
Q- | | = Computer = Local Disk (C:) ~ FDAMedGuUidesPrinker = installation ~ * (&3 | searchinstallation =)
Organize > |=f Open  Print  New folder = - [ @&

B videos 2] pame - | pate modfied | Type Size | ]
- - CMOP_S5L_Certificste 2/9/2015 3:23 FM File Foldar
&L Local Disk (1) = FORMedGLidePrirterTask 10/3/2018 1:36PM XML Document 4KB
| .businessobjects S NetworkserviceTaskSettings 2/9/2015 2: 11 PM Registration Entries ZKB
. EBR A networkservicaTasksattings_Acrebatlo 2/9(2015 2:43 FM Registraton Entries ZKB
. FDAMedGudesPrinter [ 55L_Certiicate_instalation SEZ013 1126 PM Windows Babch File IKE
Loi o m""':rlf'_"_l-'-:JZ-E!-'d'.'-.'lrl Sloleg
iy = Open
e | Werify _installstion_scroba £
medguides
kemp =l

Figure 30-2 Run Verify_installation.bat File as Administrator
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Check fAidobe Readex 011 B Registry wvalues

HEEY _USERS™.DEFAULT“50f tware™fAdobe*Acrobat Reader™ll.8%Adobeliewer
EULA REG_DHORD B
Launched REG_THORD Bxl

HEEY USERS%5-1-5-28%50f tware™fAdobe™Acrobat Reader™ll.8%Adobeliewer
EULA REG _DHORD B
Launched “REG_DHORD Bxl

HEEY LOCAL_MACHINEMsof tware“adobeacrobat reader™ll.@%adobeviewer
EULA REG_DHORD B
Launched REG_DHORD Bxl

HKEY CURRENT_USERMNSof twareMidobeMAcrobat Reader™1l.8MAdobeliewer
EULA EEG_DHORD B
Launched REG_DHORD Bxl

HEEY USERS%5-1-5-28%s0f tware™adobescommonfilesusagesreader 11
Optin REG _DHORD Bx@

HKEY _USER3“5- 1 5 ZB\Softuare\ﬂdobe\CunnunFlles\usage\ﬁdube Application Manager
Optln _DHORD B

HEEY USERS%5-1-5-28%s0f tware™adobe™acyrobat reader™1l.8Navgeneral
BCheckForlpdatesAtStartu REG_DHORD BxB
b3howHelcomeScreen REG_DHORD [ B

HEEY USER3%5-1-5-28%50f tuware™Adobe™MAcrobat Reader™1l.8 Privileged
BProtectedHode REG_DHORD @«

HEEY USERS%5-1-5-28%50f tware™fAdobeMAcrobat Reader™1l.8%TrustManager
bBEnhancedSecuritylnBrowser EG_DHORD BxB
bEnhanced3ecurityStandalone REG_DHORD Bx@

HEEY CURRENT_USER“sof twareMadobedcommonfileshusagesreader 11
Optin REG_DHORD Bxl

HEEY CURRENT_USERSof twareMAdobeNCommonFilesslsagesAdobe Application Managew
Optin REG_DHORD BxB

HKEY CURRENT_USERMsof twareMadobeMacrobat reader\ll Bvavgeneral
BCheckForlUpdatesAtStartu REG_DHO
b3howHelcomeScreen REG_DHORD — BxB

HKEY _CLURRENT USER\Suftuare\ndobe\ﬁcrubat Reader™11l.8%Privileged
BProtectedMode EG_]

HEEY CURRENT_LUSERM5o0f twareMmAdobeMAcrobat Reader™ll.8MTrustManager
BEnhancedSecuritylnBrowser G_DHORD ]
bEnhanced3ecurityStandalone REG_DHORD BxB

HKEYE%OCQL ?ﬁCHINE\SOFTNnRE\Pgl1cles\nduhe\ncrohat Reader™1l.8%FeatureLockDown
rotectedMo
bllsageMeasurenent REG_DHWORD Bx8

bllpdater REG_DHORD 8

HKEY LOCHLaHﬁCHINE\SOFTNHRE\PDI1cles\ﬂduhe\ﬂPIP
enable

Check for Jaw
ava version "
nvironment C(build 1.6.8_43-bA6)
- Server UM (build 28, A5-bB1, mixed mode)

Check for Task Job

Mext Run Time

Runn1ng

Press any keg to cuntlnue

Figure 30-3 Display of Installation Confirmation Results with no Errors Reported
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Fress any key to continue .

Figure 31 Display of Installation Confirmation Results with Some Errors Reported

4.8. Starting or stopping the FDAMedGuidePrinterTask task
manually

After installing and configuring the FDA Med Guides Printer Tool system, it is strongly recommended
that you reboot the server to start the FDAMedGuidePrinterTask task—the task is configured to start with
the system. However, you can also start or stop the task manually.

The procedure appears in the following screen captures. To start the task, select “Run” from the pop-up
menu. To stop the task, select “End”. To confirm that the task is running, see the text indicated in the
Status column. Ready means that the task is active, but not running. Running means that the task is
running.
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S Server Manager | )]
S Roles = e
] Features 1eduler Summ
m Diagnastics
=1 5f} Configuration Status of tasks that have started in the following time period:
=] @ Task Scheduler
Task Scheduler Library Sumrnary: 40 total - 1 running, 47 succeeded, 1 stopped, 0 failed
@ Wwindows Firewsll with Advs

Task Scheduler

ILast 24 hours = 7

{,"& Services
5 WMI Contral
& Local Users and Groups Task Narne | Run Result | Run Start Run End | Trlgﬂ
25 Storage Aitdgent {last run succeeded at...
Consolidator {last run succeede...

FD&MedGuidePrinterTask {last ..
KernelCeipTask (last run succee...
LPRemawve {last run succeeded ...

-
4] 3

Active Tasks

Active tasks are tasks that are currently enabled and have not expired,

Surmmary: 27 total

Task Narne

Double-click ~ [funTime Triggers -]

Onevent - Log: Systern, ..
On event - Log: Microso...

CorruptionDetect
DecarnpressionFailureDetectar

JAMedGuidePrinterTa
IpAddressConflictl On event - Log: Systemn, ..
ED ddressConflict? On event - Loa; Svstern. .., T

Figure 32 FDAMedGuidePrinterTask Task Listed in Task Scheduler List
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o Roles
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5l WMI Control
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4 | »
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Figure 33 Select Task and Open Menu
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Triggers
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End
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Figure 34 Select Run from Menu

File Action VYiew Help
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Figure 35 Task is Shown in “Running” state. Application is Ready to Receive Print Requests

4.9. Steps to Install a Network Printer via a Local Spooler
To add a Network printer via a Local spooler:

e Go to Control Panel -> Hardware -> Devices and Printers

e Click ‘Add a Printer’

e Select ‘Add a local or network printer as an administrator’

o Select ‘Add a local printer’

e Select ‘Create a new port’

e Type of port: Local Port

e Click ‘Next’

e Enter a port name: Enter the IP address of the Network Printer

e (Click ‘0K’

e Select the correct printer driver for the network printer
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e C(Click ‘Next’

e Select ‘Use the driver that is currently installed (recommended)’ OR as appropriate for your
machine

e Type a printer name: <enter a printer name>

e Note: This will later be added to the VistA Device File (#3.5) entry in the “WINDOWS
NETWORK PRINTER NAME?” field (#75).

e Click ‘Next’
e Select ‘Share this printer...’

e Click ‘Next’ and then ‘Finish’

Note: At this point, test the FDA Med Guides Printer Tool by sending a print

request. A test is successful if the expected output is found at the destination

l;q, printer.

il windows Task Manager =] E3

File Options Yiew Help
Applications  Processes |Services I Performance I Metworking I Users I

AdobeARM, exe *32 whaislFeldrr 480K Adobe Reader and Acrobat Mana...
BESClient.exe *32 SYSTEM oo 5,108 K BigFix BESClient Application
BESClientHelper.exe *32 SYSTEM oo 185K Service for monitoring the status ...
BESClientULexe *32 vhaislFeldmr oo 496 K BigFix Enterprise Suite Client User..
crnd. exe NETWORK SERYICE oo 338 K windows Command Processor
conhost. exe SYSTEM oo 168 K Console Window Host
conhost.exe SYSTEM uln] 128K Consale Window Host
conhost.exe NETWORK SERYICE uln] 634 K Console Window Host
C5FS5.EHE SYSTEM oo 1,060 K Client Server Runtime Process
CSrS5.Ex8 SYSTEM oo 160K Client Server Runtime Process
CSr55.B%8 SYSTEM oo 1,300 K Client Server Runtime Process
dilhost exe SYSTEM oo 556K COM Surrogate
dwm.exe vhaislfeldmr oo 352 K Desktop Window Manager
ElicnnaSErver.exe SYSTEM on 180K Cornron Shell3 - Scanners' int?rf;lﬂ
4 3

[V show processes from all users End Process

|Processes: 7T |CPU Usage: 2% |Physical Memory: 74% | v

Figure 36 After a Print Job Request is Sent, Adobe Reader is Listed in Task Manager
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5. Back-out/Uninstall Procedures
e Stop the FDAMedGuidesPrinterTask task in the Task Scheduler.

Task Scheduler Library 1 Tasks

_m Mext Run Time | Last Run Time:

Running mirtup 9f26/2011 121

End
Disable
Export. ..

Propetties
Delete

[E)FDaMedGuidePrinter Task

s

| | »

General |Triggers | Actions I Conditions I Settings I Histur},fl

RET Y IFDAMedGuldePrmterTask =

Location: %

Figure 37 Stopping a Running FDAMedGuidesPrinterTask Task
e Delete the FDAMedGuidesPrinterTask task from the Scheduler list.

@ Task Scheduler

File  Action Wiew Help
e 2m dE
(1) Task Scheduler {Local)

CL) Task Scheduler Library

Right Click
- L status [ Triggers | NextRun Time

[&] F[:u'-\l"-'1Ee-:IGuiu:h:ﬁnterTasl:. """

&vsbem startup

Run
End
Disable

Figure 38-1 Deleting the Task
Go to Task Manager.
e Click on the Processes tab and select Show processes from all users

o Find the task named AcroRd32.exe running under the FDA Med Guides user account (the
account used to run the FDAMedGuidePrinter Task).

o Right-click and select End Process. Click End Process in the conformation dialog.
e Find the task named java.exe running under the FDA Med Guides user account

o Right-click and select End Process. Click End Process in the conformation dialog.
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il Windows Task Manager _[O] x| |

‘Ele Options Yiew Help
Applications Processes | Services | Performance | Networking | Users |

ImageName [ UserName » | CPu | Memory (... | Description | -l

660K Host Process For 'Wind...

swehost, exe LOWCAL SERVICE ]

svchost, exe LOCAL SERVICE oo 1,124 K Host Process For Wind...
sychiost. exe NETWORK SERVICE oo 1,568 K Host Process For Wind...
Locator, exe NETWIORK SERVICE 0o 296K Rpc Locabor

sychost, exe NETWORK SERVICE 00 2,956 K  Host Process for Wind...
Slave.exe NETWORK SERVICE 00 4,676 K Microsoft Software Lic...
WrniPrvSE exe NETWORE SERVICE oo 6,564 K WMI Provider Host
swichost, exe NETWORK SERVICE 0o 12,444 K Host Process For Wind...
java exe NETWORK SERVICE 0o S2,456 K  JavalTM) Platform SE ..
swchost, exe MNETWCRE SERVICE ]

1,330 K  Host Process for Wind. ..
METWORK SERNVIC i 10,332 K
NETWORK SERVICE 2,220K MSDTCconsole program
NETWORK SERVICE 860K Task Scheduler Engine

MNETWORK SERVICE S04 K Windows Command Pr...
System Idle Pr... SYSTEM 24K Percentage of tme th,..

Adobe Reader

mB3EBEE8

Swstem SYSTEM 10,508 K NT Kernel & Swstem =
I¥ show processes from all users End Process |
|Processes: 100 |C|'-‘I_I Usage: 100%: [Fh',rslcd Memory: 77% | &
April 2017 FDA Medication Guides Project

Automatic Printing Java Component Installation Guide
XU*8*566, PSN*4*264, PSO*7*367, PSX*2*70, PSS*1*177, PSO*7*428, PSO*7*439, PSO*7*483



Figure 38-2 Deleting Acrobat process in Task Manager

L windows Task Manager M[=] E3
File Options  View Help

&pplications  Processes |5&nlices | Performance | Hetwud-ﬁ'igl Users |

Image Mame | User Name = | cpu | Memory (... | Description [ a]
Locator.exe NETWIORE SERVICE oo 296K Rpc Locstor

swchost.exe METWIORE SERVICE i 2,948 K  Host Process For Wind. ..

SLsve, ene METWIORE SERVICE a0 4,676 K Microsoft Software Lic... J
swichost.exe METWIORE SERVICE an 12,464 £ Host Process for Wind. ..
WmiPrvsE.exe  NETWOREK SERYICE oo 1,544 £ W Provider Host

java, exe MET'WORE SERVICE oa 52,460 K lawvalTM) Platfarm SE ..

sychost.exe METWORE SERVICE oo 1,380 K

Host Process For Wind, ..
AcroRd32.exe MNETWORE SERVICE 14,55 -

P P

# b ol B e
Cpen File Locakion

msdtc.exe METWORE SERWICE oo 2,’I
taskeng.exe METWORE SERVICE 0o 3 End Procass &
omd. exe METWORK SERVICE 00 9 End Procass Tree >,
System Idle Pr... SYSTEM 94 J Debug h...
System SYSTEM o0 10,9 virkughzation
SINES, ENE SYSTEM aa 4 Create Dump Fils Mo
sahwriter . exe SYSTEM ui] 4, &
cstss.exe SYSTEM 0o 13 Set Friorky M. =l
I¥ show processes From &l users Properties | Process |
G0 bo Service(s)
Processes: 101 |CPU Usage: 7% Phyysical Memary: 80% | v

Figure 38-3 Deleting Acrobat process in Task Manager

e Delete the C:\FDAMedGuidesPrinter folder and all its contents.

6. Upgrading to a new version of Automatic Printing

e Uninstall the older version as shown in Section 5.
e Do not uninstall the Java JRE 1.6 or higher
e If you are using Acrobat Reader 10 —
o Uninstall Acrobat Reader 10
o Install Acrobat Reader 11 by following the instructions given in Section 2.3.3.

o Follow the installation steps in Section 4 to install the newer version of Automatic Printing.

April 2017 FDA Medication Guides Project
Automatic Printing Java Component Installation Guide
XU*8*566, PSN*4*264, PSO*7*367, PSX*2*70, PSS*1*177, PSO*7*428, PSO*7*439, PSO*7*483

31



7. Troubleshooting

If you encounter errors in this system, they are likely to be deployment-related malfunctions. Using
Adobe Reader in a non-interactive fashion risks encountering a Server 2008 condition known as Session 0
Isolation. Similarly, using the Network Service account for the FDAMedGuidePrinterTask task has risks
that the task may not have sufficient permissions to access needed network resources, like printers or the
CMOP Portal. These two risks are the most likely source of a malfunction. The main symptoms are:

¢ No output reaches the destination printer spool.

¢ No file is downloaded to the C:\FDAMedGuidesPrinter\workspace\medguides folder from the
CMOP Portal.

e No temporary PDF file is created in the C:\FDAMedGuidesPrinter\workspace\temp folder.

e Adobe Reader isn’t responding or is responding incorrectly. Again, the symptom is that no output
reaches the destination printer spool.

e The user assigned to the FDAMedGuidePrinterTask task is unable to connect to CMOP.

Note: One useful troubleshooting technique is to run the FDA Med Guides Printer
Tool while bypassing the FDAMedGuidePrinterTask task. This is done in
“ interactive mode by logging in as an interactive user and following these steps:

1) End the FDAMedGuidePrinterTask task, if it is running.

2) Start the
C:\FDAMedGuidesPrintenSTART _fda_med_guides_automatic_printing
.bat batch file.

Following are possible malfunctions and remedies.

7.1. Session 0 Isolation

Session 0 Isolation is a new security feature in Windows 7 and Windows Server 2008 or 2012. It affects
non-interactive sessions by restricting a program’s ability to interact with the console. This feature
directly affects the way that Adobe Reader is used in this system, and a problem may occur when Adobe
Reader presents interactive dialogs while expecting a user response.

These events are rare and occur as a result of a new Adobe Reader installation or upgrade. Typically,
these are the request to agree to a EULA or a Product Improvement Program opt-in message. Session 0
Isolation is complex and is explained in the links below.

The installation step labeled “Import customized Adobe Reader Windows Registry settings” addresses
this problem by importing Registry keys that prevent known prompting events. These Registry settings
are bound to individual user accounts and must be applied to the user account selected to control the
FDAMedGuidePrinterTask task. You may need to make adjustments to the
NetworkServiceTaskSettings.reg file to reflect the correct user account.
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Adobe Product Improvement Program | %}

Help Improve the Adobe Reader Experience

Privacy Policy

Participate in the design of future versions of Reader. Just cick 'Yes' now to give us
permission to learn about how you use Reader, and we'll do the rest.

- There are no mandatory surveys or Follow-up emais.

- No personal contact information is collected.
= You can stop participating at any time,

With your permission, Adobe will automatically receive anonymous
information about how you use Reader.

" Yes, 1 would kke to help make Reader even better

& No, thank you

oK I Remind Me Later | Cancel

Figure 39 Example Adobe Reader Prompt to User

Symptom

Possible solution

Adobe Reader doesn’t
seem to respond to print
requests.

Log on as an interactive user and determine whether Adobe
Reader is requesting a response from the user.

This interaction is not visible to the non-interactive user, giving
the impression that the med guide’s application is malfunctioning.
Therefore, no output is generated at the printer spool. The
server’s system administrator must identify the user account
associated with the FDA Med Guides scheduled task, log on as
that user, start Adobe Reader manually, and respond to all
prompts generated. For Network Service, this can only be
resolved via Registry adjustments on that account

%Interactive Services Detection [ %]

A program running on this computer is trying to display a message

The program might need information form you o your permission ko complete a task.
ey does this happen?

<) Y¥iew the message

=» Ask me later

j Show program details

Figure 40 Session 0 Isolation Symptom Message

The following Web links offer information on this topic.

http://efreedom.com/Question/1-4618833/Delphi-Win32-Service-
Printer-Selected-Valid-Error-2008-64bit-Standard-
Server?showall=true#additionalAnswersMarker
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http://efreedom.com/Question/1-4618833/Delphi-Win32-Service-Printer-Selected-Valid-Error-2008-64bit-Standard-Server?showall=true#additionalAnswersMarker
http://efreedom.com/Question/1-4618833/Delphi-Win32-Service-Printer-Selected-Valid-Error-2008-64bit-Standard-Server?showall=true#additionalAnswersMarker
http://efreedom.com/Question/1-4618833/Delphi-Win32-Service-Printer-Selected-Valid-Error-2008-64bit-Standard-Server?showall=true#additionalAnswersMarker

http://msdn.microsoft.com/en-us/gq465126

http://blogs.technet.com/b/askperf/archive/2007/04/27/application

-compatibility-session-0-isolation.aspx

http://msdn.microsoft.com/en-us/library/bb756986.aspx

http://www.beingmanan.com/wp/2008/06/create-uac-white-list/

http://msdn.microsoft.com/en-

us/windows/hardware/qg463353.aspx

http://www.firedaemon.com/manual/index.html?WindowsVista

7.2. Can’t find Adobe Reader

Symptom

Possible solution

An error indicates that Adobe Reader
executable can’t be located.

file

Verify that the path pointing to the Reader executable
is correct in the
C:\FDAMedGuidesPrinter\fda_med_guides.properties

7.3.

Can’t download Med Guides from CMOP Portal

If a med guide request is made and no med guide file appears in
C:\FDAMedGuidesPrinter\workspace\medguides, the application is likely unable to connect to the CMOP
SharePoint site. Reasons for this to occur are as follows:

Symptom

Possible solution

CMOP site is down

Try again later.

User assigned to task has insufficient
privileges to access CMOP site.

Adjust permissions, or create a hew user with
appropriate access.

Unable to write downloaded med guide to local
folder.

Confirm that user has write access to folder.

An error page is printed instead of the
expected med guide.

The med guide name is invalid or the med
guide PDF file doesn’t exist at the CMOP
Portal. Verify that the PDF file exists, or that
the PDF file name indicated in the print
request is correct.

Java uninstall/reinstall

If Java is uninstalled and reinstalled on the
FDA Med Guides print server, execute the
following SSL script to add CMOP SSL
certificate to the Java trust store.

e C:\FDAMedGuidesPrinter\installation\
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http://msdn.microsoft.com/en-us/gg465126
http://blogs.technet.com/b/askperf/archive/2007/04/27/application-compatibility-session-0-isolation.aspx
http://blogs.technet.com/b/askperf/archive/2007/04/27/application-compatibility-session-0-isolation.aspx
http://msdn.microsoft.com/en-us/library/bb756986.aspx
http://www.beingmanan.com/wp/2008/06/create-uac-white-list/
http://msdn.microsoft.com/en-us/windows/hardware/gg463353.aspx
http://msdn.microsoft.com/en-us/windows/hardware/gg463353.aspx
http://www.firedaemon.com/manual/index.html?WindowsVista

SSL_Certificate_installation.bat

Adobe Acrobat Reader uninstall/reinstall If the Adobe Acrobat Reader is uninstalled and
reinstalled on the FDA Med Guides print
server, execute the following scripts to add
Adobe keys to the Windows registry and to
verify the FDA Med Guides installation.

o C:\FDAMedGuidesPrinter\installation\
NetworkServiceTaskSettings.reg

e C:\FDAMedGuidesPrinter\installation\
Verify_installation.bat

7.4. Nothing is sent to the destination printer spool

Symptom Possible solution

Adobe Reader is malfunctioning Using Task Manager, kill any AcroRd32.exe
processes belonging to the pertinent user
account.

Destination printer name in med guide request | Verify that the printer name is correct.
is incorrect

7.5. java.lang.NoClassDefFoundError in batch file

Symptom Possible solution

Invoking the Verify that paths indicated in batch and
START_fda_med_guides_automatic_printing.bat properties files are correct, particularly
batch file fails to start the Java application and the path to the JAR file.

indicates: Exception in thread "main"
java.lang.NoClassDefFoundError

=+ FDA Medication Guide Automatic Printing application

[Exception in thread "main" java.lang.NoClassDefFoundError: gov-sva~/me d/p]ku-nal:y/fu
ida_med_guides automatic_printing/AutomaticFDAMedGuides
iCaused by: java.lang.ClassNotFoundException: gou.va.med.pharmacy.fda_med_guides. .
] in ledGuides
ader$l.run{lUnknown Source)
riyv t i

Figure 41 JAR File Error

7.6. “Protected Mode” is enabled in Adobe Reader

If you are using the Network Service account, you can skip this procedure--this setting is already toggled
off by the Registry settings import procedure listed above. If you are using any other account, Protected
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Mode is toggled on by default in Adobe Reader X. This setting interferes with the proper functioning of
the Java component, so you must toggle it off while logged on as that account.

x

Categories: r~ Sandbox Protection

Commenting ‘ Enable Protected Mode at startup , [™ Create Protected Mode log file e [og |
Documents -

Full Screen Protected View " Off

Genara! | Files frorm potentially unsafe locations

Page Display € Al files

3D & Multimedia

Accessibility i~ Enhanced Security

Forms ™ Enable Enhanced Security ™ Cross domain log file View
Identity

Internet

Javascript r~ Privileged Locations

Language If your workflows are negatively impacted by security settings, use Privileged Locations to
Measuring (2D) se!eFtiver trust filas, folders, and hosts to bypass thgse sacurity setting r.estr\ctions.

Measuring (30) Privileged Locations allows you to work securely while granting trust to items in your

N g workflow.

Measuring (Geo)

Multimedia (legacy) r Automatically trust documents with valid certification

Multimedia Trust (legacy)

Reading ¥ Automatically trust sites from my Win OS security zones View Windows Trusted Sites
Reviewing

Search

Security

Security (Enhanced)

Signatures

Spelling

Tracker

Trust Manager

Units

Add File Add Folder Path Add Host Remove |

What is Protected View?  What is Enhanced Security? ~ What are Privileged Locations?

oK I Cancel |

-

Figure 42 Disabling Protected Mode at Startup

7.7. Network Service account and Adobe Reader 9

There is a known “ROAMING PROFILE” issue with Adobe Reader 9.x that causes it to malfunction
under certain circumstances while assigning the NETWORK SERVICE account to the
FDAMedGuidePrinterTask task. For this reason, Adobe Reader 9.x is not recommended for this
application. Use Adobe Reader 11 or 10 instead.

7.8. Reinstall SSL Certificate

If Java/JRE is reinstalled, the CMOP SSL certificate also needs to be reinstalled according to the
instructions given in Section 4.4.

7.9. Issues with Network Service account
When the FDAMedGuidePrinterTask is run under the NETWORK SERVICE account:

o If there are delays in printing or if the Med Guides do not print, a Domain Service account with
the highest privileges should be created and used instead of using the NETWORK SERVICE
account.
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o If Domain Service account cannot be created, the FDAMedGuidePrinterTask can be run
under the Administrator account. This would require the Administrator to be logged in, while
the task is running. This is not a recommended approach.

7.10. Printing Issues

If you experience print issues or delays with the NETWORK SERVICE account, we strongly recommend
that you use a Domain Service account created for the FDA Med Guides Automatic Printing application.
This account needs to have Administrative privileges on the server.

¢ Add the NETWORK SERVICE account or the Service account to the Server Security Admin
group so that it has permissions to invoke Acrobat and send print jobs to the network printers.

o Check if the NETWORK SERVICE account or the Service account has permissions to access the

Printer.
e Add NETWORK SERVICE account or the Service account to the ‘Users’ and ‘Print Operators’
groups.
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E,: Server Manager

File Action Yiew Help
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| Features
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5 WM Control
= Q__ Local Users and Groups
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| Groups
=5 Storage

1 | i

18 Groupis)
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Groups

& administrators

% Backup Operators

M Certificate Service DCO..,
ﬁ'_, Cryptographic Operators
B pistributed COM Users
M Event Log Readers

e Guests

115 _1usRs

% Metwork Corfiguration ...
% Performance Log Users
ﬁ'_, Perforrnance Maonitor U, ..
B power Users
‘Print Operatars
M Remote Deskkop Users
M Replicator
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% Confighgr Remoke Con...
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1

Administrators have complet
Backup Operators can overr
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Members are authorized ba |
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Guests have the same acce:
Built-in group used by Inkerr
Members in this group can b
Members of this group may :
Members of this group can 2
Power Users are included fo
Members can administer don
Members in this group are qi
Supports file replication in a

Ilsers are prevented from m
Members in this group can v
Members of this group can 2

| i

Actions

Figure 43 Add NETWORK SERVICE or Service account to Users and Print Operators groups
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Users Properties ﬂ |

General |
% Ilzers
Dezcription: Uzers are prevented from making accidental or
intentional syztem-wide changes and can run most
Members:

:53_, MT AUTHORI T Authenticated Users [5-1-5-11]
S NT AUTHORITYINTERALCT IVE [5-1-5-4)

AT ALUTHORITSME TWORE SERWVICE [5-1-5-20)
E,"' raot
52 WHAMASTERND omain Llsers

Changes to a user's group memberzhip
Add... | Bemaove are hiot effective until the next time the
uzer logs on.

k. I Cancel | Apply Help

Figure 44 NETWORK SERVICE added to Users group

e If Med Guides appear in the temp folder but do not go to the printer queue, go to Services and
stop the Print Spooler service and start it again.
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{.'3, Services !E E

File Action Yiew Help

as|EBo=HZ|»unp

. Services (Local q Services (Local)

Print Spooler Mame = | Descripkion Skatus ﬂ
‘LhPerformance Logs ... Performan...

Stop the service {EhPlug and Flay Enables ac... Started

Restart the service Pl Driver HPZ12 Started
LEPrP-¥ IP Bus Enunn... The PrP-X ...

Description: LlPortable Device En...  Enforces g...

Loads files to memary for later printing L Power Manages p... Started

* APrink Spooler ... Started
{EhProblem Reports & Skart

ChProtected Storage

EhRremote Access L Fause
LhRemote Access T Resume
LlRemote Desktop ¢ Restart Started
LhRemote Desktop 5 Al Taske , [Started
ChRemoteDesktops "~ |Started
‘ChRemote Procedure. Refresh Started_lj
4| . 3
Properties
1] | ¥ Extended A Standard / —
|St|:||:| service Print Spooler on Local Computer | =l

Figure 45 Restarting Print Spooler service
o Restart FDAMedGuidePrinterTask
o Go to Task Scheduler and stop the FDAMedGuidePrinterTask task by selecting ‘End’.

o Go to Windows Task Manager. Find any AcorRd32.exe and java.exe tasks running under the
NETWORK SERVICE account or the Service account and stop them by clicking ‘End
Process’.

o Go to Task Scheduler again and start the FDAMedGuidePrinterTask task by selecting ‘Run’.
7.11. Nightly Server Reboot recommendation

Given the number of Med Guides that are printed each day and due to the load on the server, it is
recommended that the Windows server be rebooted every night to free up resources and to cleanup any
hung tasks.

7.12. Increase the priority of java.exe and AcroRd32.exe

Run a PowerShell script that increases the priority of java.exe and AcroRd32.exe from Below Normal to
High. This may speed up the execution of printing under the NETWORK SERVICE account. Below are
the lines to run in PowerShell. This needs to be run after the server starts the FDAMedGuidePrinterTask
task.

$processname="java.exe"

$process=Get-wmiobject win32_process -f "name='$processname'"
$process.SetPriority(128)
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$processname="AcroRd32.exe"
$process=Get-wmiobject win32_process -f "name='$processname'"
$process.SetPriority(128)

7.13. Configure Acrobat Reader 10
To use Adobe Acrobat Reader version 10:
e Download the Acrobat Reader 10 software from the Adobe website.

e www.adobe.com
Search for “Adobe Reader for Windows” and choose the full download of Adobe Reader 10.0.x

e Save it to your C:\temp folder.

]

Save As

‘;\ )= - Computer = Local Disk (C:) - TEMP - lml | Search TEMP

Organize *  Mew folder

+ ' Music ﬂ Mame ‘Date modified Type

+| || Pictures
< B videos Mo items match your search.

= 1M Camputer

= .;u Lacal Disk {C:)
3 FOAMedGUIdesPt
7 PerfLogs
& Program Files
7 Program Files (x&
7] Users
£ Windowvs

+ e Can ISL-FELDMANj Pl |

File name: | AdbeRdr1000_en_US

Ll |-

Save as bype: |npplicatinn

“ Hide Folders Sawe | Cancel |

Figure 46 Save Adobe Reader Installer to C:\temp
e Open a command window and navigate to C:\temp

¢ Install Adobe Reader using the downloaded file and special command-line switches. Enter the
following command:

AdbeRdr1000 _en_US.exe /msi /norestart ALLUSERS=1 EULA ACCEPT=YES
SUPPRESS_APP_LAUNCH=YES

Administrator: Command Prompt

C:~TEMP>AdheRdr1B888_en_lS.exe /msi snorestart ALLUSERS=1 EULA_ACCEPT-=YES SUPPRES
S _APP_LAUNCH=YES_
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http://www.adobe.com/

Figure 47 Example of Installing Adobe Reader from Command Line

o Complete Adobe Reader installation by responding to displayed prompts. Using default responses
is recommended.

Important: After installing Adobe Reader, start Reader and check for updates. Apply all
updates before proceeding.
: -
@ File Edt View Window | Help

@ D %I 7 Adobe Reader X Help...

About Adobe Reader X...

About Adobe Plug-Ins. ..
Improvernent Prograrn Oplions. .
Digital Editions

oOnline Suppo

Figure 48 Checking for Updates

o Execute NetworkServiceTaskSettings_Acrobat10.reg, which is located at
C:\FDAMedGuidesPrinter\installation, according to the instructions given in Section 4.6.

. installation [ _ (O] x|

Q( :}v| . = Computer = Local Disk {C:) = FDAMediauidesPrinker = installation - - lmjl Search installation !ﬂ
File | Edit Yiew Tools Help
Qrganize v ﬁ’ Merge ~  Prink  Mew folder g2 - m .@.
;I Mame = | Date modified | Tvpe | Size | |
M Computer N ]
& Local Disk (C2) | CMOP_SSL_Certificate 2/9/2015 3123 PM File Folder
| businessabjects J = FDMediGuidePrinter Task 104372011 1:36 PM ¥ML Document 4 KB
| ER @ MetworkServiceTaskSettings 2192015 2:11 PM Registration Entries ZKB
| FDAMedGuidesPrinter iceTaskSettings_Acrobat1n 2912015 2:43 PM Reqgiskration Entries
- installation 55L_Certificate_installation S/6/2013 11:26 PM Windows Batch File 3KEB
b lib Werify_installakion 2/9}2015 2:41 FM ‘Windows Batch File 4 KB
. woarkspace
i Verify_installation_acrobat10 2912015 2146 PM Windows Batch File 4 KB
. medguides ;I

Figure 49 NetworkServiceTaskSettings_Acrobat10.reg Registry Settings File

e Execute Verify_installation_Acrobat10.bat, which is located at
C:\FDAMedGuidesPrinter\installation, according to the instructions given in Section 4.7.
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B installation =] B3

G( )v| .= Compuker = Local Disk {2:) = FDAMeadicuidesPrinker = installation - - lmJI Search installation ¥l
Qrganize ¥ Open  Print  Mew Folder oS E] ﬂ
B videos ﬂ Mame ~ Date modified | Tvpe | Size | |
8 Computer . CMOP_S5L_Certificate 2912015 3:23 PM File Folder

gl Local Disk (<2 =] FDAMedGuidePrinter Task 10/3/2011 1:36 PM #ML Document 4 KB

| .businessobjects @ MetworkServiceTaskSettings 2M2015 2111 PM Reqistration Entries 2kB

. BR @ MetworkServiceTaskSettings_Acrobat10 2/912015 2:43 PM Reqistration Entries ZKE

. FDAMedGuidesPrinter 551 _Certificate_installation S5/6/2013 11:26 PM windaws Batch File 3KB

4 if“ta”atim Verify_installation 2/9/2015 2141 PM windows Batch File 4 KB
: Ltljorkspace stallation_Acrobat10 Wy w5 Batch File

| medguides

| kemp ﬂ

Figure 50 Verify_installation_Acrobat10.bat File

e Change the Acrobat Reader path in fda_med_guides.properties file to the path of Acrobat
Reader version 10 according to the instructions given in Section 4.3.1.
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Appendix

After extracting the contents of the ZIP file, the below FDA Med Guides Printer Tool folder structure and

files should be available on the C:\ drive.

Path Type Description
C:\FDAMedGuidesPrinter Folder Main folder. Root folder for
application files. These
include the JAR, batch and
properties files.
C:\FDAMedGuidesPrinter\lib Folder Sub-folder containing
supporting third-party Java
libraries
C:\FDAMedGuidesPrinten\installation Folder Folder containing pre-
defined configuration files
C:\FDAMedGuidesPrinten\installation\CMOP_SSL_ | Folder Folder containing CMOP
Certificate SSL certificate
C:\FDAMedGuidesPrinter\workspace Folder Waoarkspace main folder.
C:\FDAMedGuidesPrinter\workspace\medguides Folder Path to med guides local
repository. Folder contains
copies of original FDA
Med Guides as
downloaded from the
CMORP Portal Site.
C:\FDAMedGuidesPrinter\workspace\temp Folder Path to area for
temporarily processing
stamped med guides.
Folder contains scratch
files of altered med guides
C:\FDAMedGuidesPrinteNSTART _fda_med_guide | Batch file Batch file to initiate the
s_automatic_printing.bat FDA Med Guides Printer
Tool Java program
C:\FDAMedGuidesPrinter\fda_med_guides.properti | Configuratio | User-configurable items for
es n file the FDA Med Guides

Printer Tool

C:\FDAMedGuidesPrinter\fda_med_guides_logging
.properties

Configuratio
n file

User-configurable items for
the logging engine

C:\FDAMedGuidesPrinter\fda_med_guides_autom
atic_printing_1.0.1.0.jar

Java archive

Main jar file containing all
Java code for the FDA
Med Guides Printer Tool

C:\FDAMedGuidesPrinter\installation\
SSL_Certificate_installation.bat

Batch file

Batch file to add CMOP
SSL certificate to the Java
trust store and set
JRE_HOME
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C:\FDAMedGuidesPrinten\installation\CMOP_SSL__ | Certificate SSL Certificate that will be
Certificate\VA Internal Root CA_X509.cer file added to the Java trust
store
C:\FDAMedGuidesPrinten\installation\ XML file Configuration file used to
FDAMedGuidePrinterTask.xml create the
FDAMedGuidePrinterTask
task
C:\FDAMedGuidesPrinter\installation\ Windows Configuration file used to
NetworkServiceTaskSettings.reg Registry set up the Adobe Reader
import file setting for use by the NT
AUTHORITY\NETWORKS
ERVICE user
C:\FDAMedGuidesPrinter\installation\ Batch file Batch file used to confirm
Verify_installation.bat a successful deployment
of the FDA Med Guides
Printer Tool
Path Type Description

C:\FDAMedGuidesPrinter\lib\commons-io-2.4.jar

Java archive

Supporting third-party
Apache Commons
Java library

C:\FDAMedGuidesPrinter\lib\commons-lang3-
3.3.2;jar

Java archive

Supporting third-party
Apache Commons

Java library

C:\FDAMedGuidesPrinter\lib\commons-logging-
1.1.3jar

Java archive

Supporting third-party
Apache Commons
Java library

C:\FDAMedGuidesPrinter\lib\fontbox-1.8.5.jar

Java archive

Supporting third-party
PDFBox Java library.

C:\FDAMedGuidesPrinter\lib\jempbox-1.8.5.jar

Java archive

Supporting third-party
PDFBox Java library.

C:\FDAMedGuidesPrinter\lib\pdfbox-1.8.5.jar

Java archive

Supporting third-party
PDFBox Java library.

Log files in folder C:\FDAMedGuidesPrinter

*.log

Log files are used for
debugging purposes only
and are created AFTER
the initial use of the
program.
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